HHcTpyKkuuA - Microsoft Network Monitor.

YcTaHOBKa.
3anyckK 10rMpoBaHus.

YcTraHoBKa.

[ns ycraHosku Microsoft Network Monitor Heo6xoaMMo BbINOAHUTL CAeaytoWwme Wwaru:

1. 3anycTuTb YCTaHOBOYHbLIM dain (ANcTpMbyTMB JOCTyneH Ha caivite KoOHTyp-JKCTepH B pasgene
MporpammHoe obecneyeHune \ BcnomoraTesibHble NporpaMmei).

2. Ha npep/ioskeHne HayaTb YCTaHOBKY C/lieAlyeT OTBETUTb YTBEPAMTE/IbHO, HaXKaB Ha KHonKy Aa (cm. puc. 1).

Microsoft Metwork Monitor 3

g '~ . This will install Micrasoft Network Monitor Capture and Parser engine
Y followed by the Microsoft Netwerk Monitor Parsers. Do you wish to
continue?

e ||  He

Puc. 1. OKHO C Npej/ioKeHMeM HayaTb YCTaHOBKY

3. B OTKPbIBLUEMCA OKHE HaKaTb Ha KHomMKy Next (cm. puc. 2).

5] Microsoft Network Monitor 3.4 Setup - 3.4.2350.0 [5m]

Network Monitor 3.4 (Capture

@ Welcome to the Microsoft
and Parser Engine) Setup Wizard

The Setup Wizard will install Microsoft Metwork Monitor 3.4
on your computer., Click Next to continue or Cancel to exit
the Setup Wizard.

= Back Mext = ] | Cancel

Puc. 2. OKHO 3anycKka macTepa yCTaHOBKMU


http://www.kontur-extern.ru/support/utilities/vspomogatelnye_programmy/program_logs

4. B cnepyloulem OKHe HeobxoAMMO YCTaHOBWUTL nepekntodatens | accept the terms in the Licence
Agreement 1 KNIMKHYTb No KHornke Next (cm. puc. 3).

3] Microsoft Network Monitor 3.4 Setup - 3.4.2350.0 ==
End-User License Agreement E-\
Please read the follawing license agreement carefully j"-"J

MICROSOFT SOFTWARE LICENSE TERM5
MICROSOFT NETWORK MONITOR 3.4

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiiates) and you. Please read them.
They apply to the software named above, which indudes the media on
which you received it, if any. The terms also apply to any Microsoft

« updates, =

i@ I accept the terms in the License Agreement:

' I do not accept the terms in the License Agreement

< Back ” Mext = ] [ Cancel

Puc. 3. OKHO NMUEH3MOHHOrO CornalleHmns

5. BbibpaTb TMN ycTaHoBKM Typical, KNIMKHYB No COOTBETCTBYIOLWEN KHOMKe (Cm. puc. 4).

3] Microsoft Network Monitor 3.4 Setup - 3.4.2350.0 ==
Choose Setup Type E—x
Choose the setup type that best suits your needs f/

Typical

Installs the most common program features. Recommended for
most users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
LISErs,

Complete

All program features will be installed. (Requires most disk
space)

Puc. 4. Bbibop TMNa yCTaHOBKM




6. Otmetutb NyHKT Create shortcut for Microsoft Network Monitor on the desktop (Co3aaTb Ap/biK Ha

pabouem cTone) 1 HaxKaTb Ha KHonky Install (cm. puc. 5).

ﬁ'}q Microsoft Metwork Monitor 3.4 Setup - 3.4.2350.0

Ready to Install
The Setup Wizard is ready to begin the Typical installation

installation settings, dick Back. Click Cancel to exit the wizard.

Click Install to begin the installation. If you want to review or change any of your

| Create shortcut for Microsoft Metwork Manitor on the desktop

< Back H Install

Cancel

Puc. 5. OkHo «Ready to install»

7. HakaTb Ha KHonKy Finish ana 3aBepueHna yctaHoBKK (cm. puc. 6).

j{i‘;—! Microsoft Metwork Monitor 3.4 Setup - 3.4.2350.0

Completing the Setup Wizard

Wizard,

Click the Finish button to exit the Setup Wizard.

traffic.

You have successfully completed the Microsoft Metwork Monitor 3.4 Setup

If this is your first time installing Microsoft Metwork Maonitor on Windows Vista or
Windows Server 2008 and above, you must log off and log back on to capture

Puc. 6. OKHO 3aBepLueHMA YCTaHOBKMU

locne OKOHYAHUA YCMAHOBKU HEOobX00uMo O00HOAMbCA OKOHYAHUA asmomamuyeckoli

KomnoHeHma Microsoft Network Monitior 3.4 Parsers

HacmpolKu



3anycK JIOrupoBaHMUA.

[na Toro ytobbl HauyaTb IOrMPOBaHNE, HEOHXOAMMO BbINOAHUTL CAeAYIOLLME WarK:

1. 3aKpbITb Hencnosblyemoe nporpammHoe obecrneveHme (3T0 HeO6XOAMMO A1 UCKNOYEHUA COXPaHEHMWs B
JIOT aKTUBHOCTW CTOPOHHMX NPOAYKTOB).
2. 3anycTtuTb Nporpammy C NOMOLLLbIO APAbIKa Ha paboyem cTosne (cm. puc. 7).

Ny IsF=r —

IVIICrosort
VOTKES
Puc. 7. Apnbik nporpammbl Microsoft Network Monitor

3. B rnasHOm OKHe nporpammsl BbibpaTb meHio File / New / Capture (cm. puc. 8).

Microsoft Network Monitor 3.4 EI@

File View Tools Help

| Mew Capture * Open Capture & Parser Profiles = [z Options @) How Dol =
:{a Stat Pa
Recent Captures x | [Getting Started with Microsoft Network Monitor 3.4 x
Create:  New capture tab Welcome to i
Open:  Capturefic... Microsoft Network Monitor 3.4

m

Microsoft Network Monitor is a tool for viewing the contents of network
packets that are being sent and received over a live network connection '—
or from a previously captured data file. It provides filtering options for
complex analysis of network data.

What's New
+ User Interface Refresh: The Network Monitor Ul has evolved.
Mew features have been added and previously hard-to-find
features have been made more readily available.
+ Parser Configuration Management: Parsers are now

Friendly Name Besaiption installed with profiles that allow you to easily switch

[C] NDISWANEH WAN Miniport between parser configurations with the Parser Profiles

MoAKNoYeHUe No NokansHoi ceTu Realtek PCIe GBE Family C toolbar button. These configurations are also cached,
removing the need to recompile when you switch between
them.

+  Column Management: Network Monitor will automatically
choose a column layout based on the type of file being
opened. This column layout is applied to the Frame
Summary Window. This layout can be modified and saved

' £ 1 A a "y 1 i L LITTO o

Select Networks X
% Properties | 5 P-Mode

4 | n r

Version 3.4.2350.0

Puc. 8. TnaBHOe okHO nporpammbl Microsoft Network Monitor



4. HaxaTb Ha KHOMKy Start, nocsne Yyero cBepHYTb MPOrpamMmmy 1M BOCMPOU3BECTM OLLMBKY (cm. puc. 9).

['f,‘[' Microsoft Metwork Monitor 3.4 EI@
File Edit View Frames Capture Filter Experts Tools Help
| New Capture * Open Capture E Save As | °#: Capture Settings B Start (I Pause (@ Stop =
@ Capturel |-{b Start Page | Iy F‘arsers|
Metwork Conversa.., ¥ | |Display Filter b4
B W_Apply & Remove | “& History » 7, Load Filter “\J Save Filter (2 Clear Text
: g My Traffic
(- 3 Other Traffic i
Frame Summary X
_33. Find > 4 ¢ Sﬁ.utoscroll 2 Color Rules A8 Aliases = EE Columns ~
Frame Number Time Date Local Adjusted  Time Offset  Process Name  Source Destination Protocol Name  Des “
1 15:38:23 28.09.2011 0.0702864 MNetmonFilter NE1:|'r|—|
2 15:38:23 28.09.2011 0.0702864 NetworkInfoEx  Metw
3 15:38:23 28.09.2011 0.0702804 172,16,10,239  172.16.10.52 ARP ARP:
4 15:38:23 28.09.2011 0.2412286 192.168.12.129 192.168.12.216 ARP ARP:
5 15:38:23 28.09.2011 0.2502044 152,168.12, 166  192.168.12.109 ARP ARP:
[ 15:38:23 28.09.2011 0.2592928 192,168.12.6 192,158.12,255 MbtMs Mt
7 15:38:23 28.09.2011 0.3802208 40.17.201.177  192.168.12.13  ICMP ICMF
8 15:38:23 28.09.2011 0.4082386 192,168.12,73  192.168.12.216 ARP ARP:
9 15:38:24 28.09.2011 0.6562947 192,168.12,11  192,1568.12.255 UDP LIDP;
10 15:38:24 28.09.2011 0.6682188 UL-UCH-003 192,168.12,216 ARP ARP:
11 15:358:24 28.09.2011 0.8721975 172.16.10.2 172.16.10.2 ARP ARP:
12 15:38:24 28.09.2011 0.9053105 MDA1E 192,168,12,255 BROWSER BROY
13 15:38:74 28.09.2011 1.0092771 197.168.12.6 192.168.12.755  Mhils Mhith T
< | [} | 3
Frame Details X | [Hex Details x
i=f Decode 25 | EE Width | Prot Off: Frz
0000
Yersion 3.4.2350.0 Q?,' Displayed: 246 Dropped: 0 Captured: 246 Pending: 0 Focused: Selected:

Puc. 9. 3anyck normposaHua

5. Tocne Toro, KaKk ownbka byaeT BocnpomsseseHa, HEOBX0A4MMO HaXKaTb Ha KHOMKy Stop, BbiIbpaTb MeHIo

File / Save As, yka3aTb KaTtasior Asa COXpaHeHua u uma daina 1 HaxaTb Ha KHOMKy COXpaHUTb (Cm. puc.
10).




o

CoxpaHnTe Kak

Pabouwi cTon

=

BuBnuoTtekn

LY

i
—

KemneroTep 'l

. ran maiina:

hl Tun daiina:

Frame selection

@ All captured frames
() Cisplayed frames
(7 Selected frames

(7 Frame range (eg. 1,3,5-12):

Record display filter in capture file

Manka: | MNorw G ? e [
R= lAran Jdar
-
rhe Het 3nemeHToE, Y40BNETECPARILLMK YCAOEHAM NOWCKA,
HegaeHme
MECTE

- | CoxpaHiT

[Capture File {*.cap)

3 Comes ]

Puc. 10. OKHO coxpaHeHua daiina

6. CospgaHue nora 3aBepLieHo.




